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Peers, pensioners, traders and teens targeted by data thieves
James Dean Technology Correspondent
Dan Newling

A peer who once served as a senior officer in the royal household is among
more than one million victims of Bestvalid, the criminal card market that is
exposed by The Times today.
The website’s victims come from all
walks of life, be they lords, tradesmen,
office workers, teenagers or pensioners.
From Albania to Zimbabwe, they could
be anywhere in the world — but
100,000 of them are British. Bestvalid is

effectively a shopfront for a murky
criminal underworld of hacking and
illegal data trading, a realm where the
authorities exert little influence.
Unlike most illegal card-trading
emporiums, the site is easily found with
a Google search. Logging in for the first
time takes less than ten seconds. The
site’s slick design gives it the appearance of an authentic online retailer.
Bestvalid even offers refunds for faulty
products and operates a customer
helpdesk.
On entering the site, users are

presented with a regularly updated
“news” page that informs them when
new batches of stolen records are
added.
The last upload, on Thursday, was for
24,000 new listings. The previous one,
on Friday last week, was for 40,000. It
included records from the UK that
were said to have “high validity”, meaning that they were likely to lead to a
successful theft. About 406,000
records have been added to the site
since the start of the year.
Each listing on Bestvalid is priced in

US dollars. Purchases must be made in
the equivalent number of bitcoins, the
world’s most popular digital currency,
which is popular among cybercriminals
because it is virtually untraceable.
The cheapest listings cost the equivalent of £1.67 each and normally comprise a credit or debit card number
alone. The most expensive listings,
which cost £85.95 each, consist of a
package of information about American Express credit card holders.
Along with their card details, the
packages contain online shopping
security codes and personal information about each victim, such as their
date of birth and postal address. These
premium listings also contain the
maiden names of the victims’
mothers, which are commonly
used as answers to online banking
security questions.
Bestvalid has a sophisticated
search engine to help its customers to find stolen records
based on a victim’s first name,
their country, their postcode
and the name of their bank.
Records can also be searched
for a victim’s date of birth,
their online shopping security code, their email address,
their phone number and their
mother’s maiden name.
As such, the search engine
helps to identity fraudsters to
collect additional information about a target before
they attack.
Figures from the Office for
National Statistics suggest
that one in 15 people in
England and Wales fell victim to online fraud last year.
There were as many as 5.1 million incidents of cyberfraud in
the 12 months to October 15,
according to the crime survey
for England and Wales.
Andy Archibald, deputy director of the National Crime
Agency’s national cybercrime
unit, has described cybercrime
as “one of the most significant
criminal threats to the UK”. His
agency claims to be able to “respond rapidly to changing
threats”, working in tandem with
the Metropolitan police cybercrime unit, regional organised
crime units, industry, the government and international law enforcement authorities.
Nonetheless, the growing volume of
online crime and the increasingly sophisticated methods used by cybercriminals have left police unable to
cope. A senior NCA official has admitted that law enforcement authorities
had no idea of the true scale of online
fraud because national intelligence
systems were failing to pick up many
digital crimes.
Daniel Cuthbert, an information
security expert, said that the emergence of Bestvalid proved that
cybercriminals were now utterly convinced of their ability to evade the
police. He added that it was incredibly
easy” to commit online crime because
police lacked the skills and resources to
tackle it.
“Why would someone with advanced computer skills join the Met for
£26,000 a year?” Mr Cuthbert, the chief
operating officer of Sensepost, said. “If
you pay peanuts, you’re not going to get
the people of the calibre you need.”
Law enforcers often find it difficult to
trace cybercriminals. An adept hacker
can easily mask their identity or create
a fake online persona to put police off
their scent. They can route their web
connection through servers on different continents that hide their location

Card details
are available
on open web
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Details on
internet
‘felt like a
violation’
Case study

L

ast summer Laia
Humbert-Vidan
began to receive
spam text messages
from several
gambling websites. Not being
a gambler and never having
visited a gambling website,
she was puzzled as to how
they had obtained her mobile
phone number. After telling
the sites to stop contacting
her, she forgot about the
texts (James Dean writes).
This week she discovered
that she could buy her
mobile number — along with
her debit card number,
expiry date, security code
and home address — from
the illegal Bestvalid card
market. Now she worries
that her private details have
been swirling around the
internet’s criminal
underground for months.
“It felt like a violation of
my integrity,” Ms HumbertVidan, 30, a radiotherapy
physicist, said. “Even more
than my debit card details, it

or the location of their website. They
can also turn to the dark web to benefit
from almost complete anonymity.
In the case of Bestvalid, the individual or individuals behind the site appear
to have effectively hidden their identity
and the site’s location. Whois.com, the
website lookup service, lists Bestvalid
as being registered in Panama. Scamadviser.com suggests that the site is
routed through computers in Moldova.
Nonetheless, suspects can be found.
The FBI’s most wanted list of alleged
cybercriminals features 16 men wanted
in connection with a wide range of
online wrongdoing.
The agency is offering a $3 million
reward for information leading to the
arrest of Evgeniy Mikhailovich Bogachev, a Russian hacker said to have
taken part in a “wide-ranging racketeering enterprise” that involved installing malicious software known as Zeus
on computers.
The software intercepts financial
information and has been used to steal
more than $100 million from victims’
bank accounts.
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Laia HumberVidan was
shocked to find
her debit card
on sale on an
illegal card
market website
and bought her
own mobile
phone number
and card details

was a shock to see my mobile
number and address on the
site.
“At the end of the day, I’m
not worried about losing a
little bit of money. But to
know that somebody I don’t
know has got hold of my
phone number and address
— it’s like you’ve lost control
of your own privacy.”
The Times contacted Ms
Humbert-Vidan, who lives in
London, after discovering her
name and postcode on
Bestvalid alongside a listing
for a stolen debit card. It
required a bitcoin payment
to gain full access to the
stolen records. The fee was
equivalent to £14.
Ms Humbert-Vidan’s debit
card was linked to a bank
account jointly held with her
fiancé, Daniel Rovira, 37, a
software engineer. They used
the card mainly for grocery
shopping in supermarkets
and online.
The couple agreed to meet
a reporter to buy the stolen
details. The transaction went
through in less than a

second, revealing the debit
card number, expiry date and
security code that were on
the card Ms Humbert-Vidan
held in her hand.
“I felt quite helpless,” Mr
Rovira said. “Staring at
what’s in effect a criminal
online store, selling my
fiancée’s details, but knowing
that there really isn’t
anything you can do about it.
“Although I see fraud as
part of my job in the online
industry, it certainly feels
much more real when
someone so close to you is
being affected.”
Ms Humbert-Vidan’s
listing disappeared from
Bestvalid after the purchase.
This would suggest that a
criminal who bought her
details would have had sole
access to her debit card,
unless the information had
already been bought on
another criminal market.
She said: “I don’t feel like
the police are able to protect
anyone from online fraud. If
they were, these types of sites
would not exist.”

The hackers’ tricks for stealing your secrets
James Dean

Criminal hackers use a variety of techniques to steal private information
from their victims. They can target the
individuals themselves, the websites
they visit and the communications
equipment that transmits their internet
connection.
The stolen information on Bestvalid
is likely to have come from a variety of
sources. Some could have been hacked
from online retailers who failed to protect their customers’ card numbers, for
example, by rendering them unreadable with strong encryption.
Online retailers that have been
hacked may be unaware of the breach.
Alternatively, they might know that
they have been hacked but have chosen
not to inform their customers because
the law does not yet oblige British
companies to do so.
The information on Bestvalid may
also have been intercepted by malicious

Best ways to
stay secure

smartphones with
passwords or passcodes

Use a secure internet
connection and don’t
trust public wifi
hotspots

Never disclose personal
information in response
to emails, phone calls or
letters purporting to
come from your bank

Ensure operating
system and antivirus
software are up to date
Don’t click on links or
open attachments in
suspicious emails
Don’t shop on obscure
websites or those
without secure payment
systems
Protect computers and

What is Bitcoin?
Bitcoin is a digital
currency that exists
only as computer code.
It can be used to buy
goods and services
online, from legitimate
or illegitimate retailers.
Transactions are almost
untraceable.
It is the oldest and the
most popular digital

currency. One bitcoin is
worth about £260,
although the price has
fluctuated wildly since
the currency emerged
in 2009. There are
15.2 million bitcoins in
circulation, worth
£4 billion altogether.
Bitcoin gained notoriety
after becoming the
currency of choice for
Silk Road and other
criminal “dark web”
markets that sold guns,
drugs and child abuse
material. However,
several legitimate
retailers, including
Microsoft and Dell, now
accept payments in
bitcoin.

software, or malware, which cybercriminals install surreptitiously on
victims’ computers or smartphones to
gather private details.
One of the most famous malware
programs, Zeus, steals banking information by logging its victims’ keystrokes and intercepting their login details when they try to access their online accounts.
An inside job at an online retailer,
bank or credit card company might also
account for some of the stolen information on Bestvalid. There have been
several incidents of employees uploading large quantities of customer
information to portable hard drives and
selling them to cybercriminals.
Symantec, the data security company, believes that the private information of more than 600,000 people was
hacked from British companies in 2014,
much of it in breaches that went unreported. About 358 million records were
exposed worldwide in 2014, it said.

information on the dark web, a hidden
part of the internet that can be accessed
only with a special internet browser.
TalkTalk and Carphone Warehouse
are among several British businesses
that have fallen victim to hacking
in recent months, leading to the loss
of hundreds of thousands of private
records. Some have surfaced on criminal dark web markets. However, Bestvalid is on the open web, which means
that it can be accessed in seconds with
a standard web browser, such as Google
Chrome or Apple Safari.
Daniel Cuthbert, an information
security expert, said that Bestvalid was
by far the biggest site of its kind that he
had seen in recent years. “Most illegal
card emporiums are on the dark web, or
they require a customer to be vetted or
pay a fee to enter,” Mr Cuthbert, chief
operating officer of Sensepost, said.
“What’s interesting about Bestvalid is
that they’ve decided to operate on the
open web . . . It’s completely brazen.”
The NCA refused to confirm whether it had begun an inquiry because it
does not comment on individual sites.
The cost of cybercrime to the British
economy is difficult to assess because
many frauds are thought to go unreported. The government has estimated
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£27 billion a year, while the Centre for
Economics and Business Research has
put the figure at £34 billion a year for
businesses alone.
Reasons for understatement of the
scale of online fraud include individuals
being unaware of falling victim or being
too embarrassed to admit it. Businesses,
including banks, are believed to be
loath to degrade trust by revealing the
true extent of fraud.
The hack of Carphone Warehouse,
which came to light in August last year,
led to the loss of about 90,000 customer
credit card records. At one point the
mobile phone retailer warned that
2.4 million of its customers’ records had
been compromised.
TalkTalk admitted in October last
year that hackers had stolen the private
information of 157,000 of its four million customers. The broadband
provider said that no card details were
taken. A 15-year-old boy was arrested in
Co Antrim, Northern Ireland, in connection with the breach. Four men
from England and Wales were also
arrested. All five men remain on bail.
An NCA spokesman said: “The NCA,
alongside UK and international law
enforcement partners and the private
sector, are working to identify and, as
appropriate, disrupt websites selling
compromised card data. We will work
closely with partners of the newly established Home Office Joint Fraud
Task Force to strengthen the response.
This may include the provision of information to the appropriate authorities of
countries hosting the server. As part of
a prevention approach, alerts to financial institutions providing the details of
compromised cards will be considered.”

